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DETAILED ACTION 

1 . A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.1 14. Applicant's submission filed on 12/27/07 
has been entered. 

2. Claims 1, 3-4, 7-9, 10, 13, 18, 22, 25, 27 have been amended by Applicant to 
correct lack of antecedent basis in certain claims. Claims 1-5, 7-15, 17-27 are pending. 

Claim Rejections - 35 USC §102 

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent granted 
on an application for patent by another filed in the United States before the invention by the applicant 
for patent, except that an international application filed under the treaty defined in section 351(a) shall 
have the effects for purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was published under Article 21(2) of such 
treaty in the English language. 

4. Claims 1-5, 7-15, 17-27 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Driscoll(6,763,363). 

5. As per claim 1, Driscoll discloses an encryption key generator(col. 5, lines 15-17, 
fig. 1 sheet 1); a data buffer(col. 7, lines 61-67, col. 8, lines 1-5); an input/output register 
that interfaces with memory of the digital device(see fig. 1 sheet 1, fig. 2 sheet 2, see col. 

6. lines 38-46), and a memory controller that directs digital data from the memory to the 



Application/Control Number: 10/611 ,402 Page 3 

Art Unit: 2139 

data buffer with the digital data passing thorough the encryption key generator prior to 
entering the input/output register(see fig. 1 sheet 1, fig 2 sheet 2, col. 4, lines 30-46). 

6. As per claim 2, Driscoll discloses a clock(see col. 6, lines 3 1-34); a key store(fig. 
1 sheet 1); and a linear feedback shift register(see fig. 2 sheet 2) generates a 
pseudorandom bit pattern while the linear feedback shift register is enabled and stores a 
plurality of bits as at least one key in the key store(see col. 3, lines 46-52, col. 4, lines 31- 
46). 

7. As per claim 3, Driscoll discloses where the encryption key generator further 
includes a random number generator that receives the pseudorandom bit pattern from the 
linear feedback shift register and provides a random number for use by the digital 
device(fig. 1 sheet 1, fig. 2 sheet 2, col. 4, lines 47-51). 

8. As per claim 4, Driscoll discloses pseudorandom bit pattern that creates a bit 
stream; and a key store that stores portions of pseudorandom bit pattern as the at least one 
keys(see col. 3, lines 46-51, col. 4, lines 30-36, fig. 1 sheet 1). 

9. As per claim 5, Driscoll discloses including a pseudo random number generator 
that selects a portion of the pseudorandom bit pattern to be random number(see col. 3, 
lines 46-64). 

10. As per claim 7, Driscoll discloses a subkey that creates a sub-key based on data 
from the memory controller and a selected key from the key store; and a combiner that 
combines the sub-key with the digital data(col. 7, lines 25-32). 

11. As per claim 8, Driscoll discloses a data mixer that mixes the bits of a byte of 
digital data; and a combiner that combines the byte of the digital data prior to the byte 
being combined with the sub-key(fig. 1 sheet 1, col. 4, lines 3-46, col. 7, lines 25-32). 



Application/Control Number: 10/611,402 Page 4 

Art Unit: 2139 

12. As per claim 9, Driscoll discloses a memory controller that generates a memory 
request to retrieve the encrypted digital data; and encryption circuit with a plurality of 
key that decrypts the encrypted digital data in response to the memory request of the 
memory controller(see fig. 1 sheet 1, col. 5, lines 33-55). 

13. As per claim 10, Driscoll discloses a combiner that combines one of the plurality 
of keys with a bank and row information contained in the memory request resulting in a 
sub-key(fig. 1 sheet 1, col. 4, lines 3-46, col. 7, lines 25-32). 

14. As per claim 1 1 , Driscoll discloses a data mixer that unmixes bits within a byte 
after the sub-key is applied to encrypted digital data(see fig. 1 sheet 1, col. 4, lines 3-46, 
col. 4, lines 3-46, col. 5, lines 33-55). 

15. As per claim 12, Driscoll discloses generating at least one key, placing the digital 
data in a data buffer; and encrypting the digital data using the at least one key while the 
digital data is being placed(see col. 3, lines 46-64, col. 5, lines 25-32, col. 8, lines 22-32). 

16. As per claim 13, Driscoll discloses generating of a clock signal(see col. 6, lines 
31-34), creating a pseudorandom bit pattern, and storing at least one portion of the 
pseudorandom bit pattern in a key store as the at least one key(see col. 3, lines 46-51, col. 
4, lines 30-36, fig. 1 sheet 1). 

17. As per claim 14, Driscoll discloses where the pseudorandom bit pattern is 
generated by a linear feedback shift register(fig. 1 sheet 1, fig. 2 sheet 2, col. 4, lines 47- 
51). 

18. As per claims 15,21, Driscoll discloses generating a random number from the 
pseudorandom bit pattern(fig. 1 sheet 1, fig. 2 sheet 2, col. 3, lines 46-64). 
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19. As per claim 17, Driscoll discloses selecting a portion of the pseudorandom bit 
pattern to be used a random number(col. 3, lines 46-54, col. 5, lines 14-24). 

20. As per claim 18, Driscoll discloses mixing the bits of a byte of the digital data 
with a data and combining the byte with the at least one key(fig. 1 sheet 1, col. 4, lines 
30-46). 

21 . As per claim 19, Driscoll discloses generating a sub-key with data from the 
memory controller and the key; and combining the sub-key with the digital data(col. 7, 
lines 25-32). 

22. As per claim 20, Driscoll discloses mixing the bits of byte of digital data with a 
data mixer; and combining the byte with the sub-key(fig. 1 sheet 1, col. 4, lines 3-46, col. 
7, lines 25-32). 

23. As per claim 22, Driscoll discloses generating a memory request to retrieve the 
encrypted digital data; and decrypting the encrypted digital data using at least one 
key(see fig. 1 sheet 1, col. 5, lines 15-55). 

24. As per claim 23, Driscoll discloses combining the at least one key with a bank and 
row information contained in the memory request to generate a sub-key(col. 8, lines 21- 
63). 

25. As per claim 24, Driscoll discloses unmixing a byte of encrypted digital data with 
a data mixer(see col. 5, lines 33-55). 

26. As per claim 25, Driscoll discloses an encryption circuit with at least one key(fig. 
1 sheet 1, col. 5, lines 15-24); a data buffer filled with the digital data(see col. 7, lines 60- 
67, col. 8, lines 1-5), a memory controller that directs and the storage of digital data in the 
rewriteable memory with the digital data being encrypted by the encryption circuit and 
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the at least one key after the digital data has entered the data buffer but prior to being 
stored in the rewritable memory(see fig. 1 sheet 1, fig 2 sheet 2, col. 4, lines 30-46). 

27. As per claim 26, Driscoll discloses a pseudorandom bit stream generator that 
creates a pseudorandom bit stream; and a key store that stores the at least one key that is 
selected from the pseudorandom bit stream(col. 3, lines 46-54). 

28. As per claims 27, Driscoll discloses a data mixer mixes the bits of a byte of the 
digital data(fig. 1 sheet 1); and a combiner(26) that combines the byte with the key(fig. 1 
sheet 1, col. 4, lines 30-46). 



Response to Applicant 

28. The Applicant states that Driscoll does not disclose encryption of digital data in 
memory of a digital device. The Examiner disagrees with the Applicant. Driscoll 
performs encryption of digital data in a computer, because Driscoll discloses the 
sender(see col. 5, lines 15-24) includes a pseudo-random number generator (PRNG) and 
an encryption combiner, the PRNG receives a private key which controls PRNG to 
produce an encryption keystream(see col. 5, lines 14-25). Plaintext(i.e. digital data) is 
provided to encryption combiner, and encryption combiner combines the plaintext and 
encryption keystream to form ciphertext(see col. 5, lines 25-30). 

29. The Applicant states that Driscoll does not disclose a data buffer into which the 
memory controller directs data to be encrypted or decrypted. The Examiner disagrees 
with the Applicant. Driscoll discloses the temporary storage word(i.e. buffer) is left 
shifted by one-bit location to shift a zero into the LSB of temporary storage word(see col. 
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7, lines 60-66). The temporary word resulting from the XOR linear feedback function is 
first stored in the temporary storage word(see col. 8, lines 23-32, fig. 2 sheet 2). 

30. The Applicant states that Driscoll does not disclose an input/output register. The 
Examiner disagrees with the Applicant. Driscoll discloses the pseudo random number 
generator(PRNG) includes a linear feedback shift register(LFSR). The LFSR includes n 
storage elements and a linear function that loads data to generate a keystream 
sequence(see col. 6, lines 6-13). The output register in Driscoll is that the LFSR output is 
provided from the most significant word(see col. 6, lines 38-46). 

3 1 . The Applicant states that Driscoll does not disclose a memory controller that 
directs digital data to the data buffer with digital data passing through the encryption key 
generator prior to entering the input/output register. The Examiner disagrees with the 
Applicant. Driscoll discloses a PRNG includes a word-by- word shifting LFSR for 
providing a LFSR output word of word length M. The stream cipher cryptosystem also 
includes a cryptographic combiner for combining a first binary data sequence and the 
keystream to provide a second binary data sequence(see col. 4, lines 30-40). 

32. The Applicant states that Driscoll does not disclose a memory controller capable 
of generating a memory control signal that is used to write digital data to rewriteable 
memory after that digital data is encrypted in an encryption circuit. Applicant's 
arguments fail to comply with 37 CFR 1 . 1 1 1(b) because they amount to a general 
allegation that the claims define a patentable invention without specifically pointing out 
how the language of the claims patentably distinguishes them from the references. 

Conclusion 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to JENISE E. JACKSON whose telephone number is 
(571)272-3791 . The examiner can normally be reached on Increased Flex time, but 
generally in the office M-Fri(8-4:30).. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kristine Kincaid can be reached on (571) 272-4063. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 
Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/J. E. J./ 

Examiner, Art Unit 2139 



March 26, 2008 
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/Kristine Kincaid/ 

Supervisory Patent Examiner, Art Unit 2139 



